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PREFACE

There is no exaggeration if the development of information technology is considered a great achievement 
of the 20th century. The impact of technology on human life can be easily seen. In information technology, 
computer systems are used to create, store, collect, or share electronic data or information. The basic 
knowledge of hardware, software required in these processes is essential for the users of this technology so 
that they can make proper use of this technology. Keeping this objective in mind, the subject “Introduction 
to Information Technology Systems” has been kept in the AICTE’s Model Curriculum for first year 
diploma course.

The first unit describes the various hardware components used in computer systems such as CPU, 
memory types, displays and peripheral devices. The internet technology is useful in exchanging information 
or services between remote computers. Overview of internet technology has been included in the first 
unit. Further, the web browser which is an application software required to use the popular WWW service 
of the Internet is described in detail. In this unit readers will also be aware of the extensive list of Digital 
India portals classified under Digital India Mission.

The second unit covers the most important system software of the computer system i.e., operating 
system. In this unit learner will understand the step-by-step process of installing operating systems. 
Learners will be versed to install Microsoft Windows 10 Operating System and Linux OS variant UBUNTU 
20.04. In this unit, the structure of Linux OS, as well as the features, types, and various important commands 
of Linux shells, have been explained with examples. At the end of the unit, vi editor, the most popular text 
editor of unix system, its modes and commands are presented.

In the third unit, the computer languages used in the creation and development of WWW i.e., HTML 
and CSS has been included. In this unit, various tags and attributes of HTML have been explained. The 
unit also elaborates how to use CSS to present the content of webpages in an attractive and stylish way.

The fourth Unit deals with the study of Apache Open Office, a tool capable of performing office suite 
tasks i.e., word processing, calculations, and presentation tasks. In this, the processing and presentation 
of information has been taught through three important components of Apache Open Office i.e., writer, 
calc and impress.

In this digital era our information is kept in digital form. To keep these information assets safe, 
security is required at various levels. What precautions and rules should we adopt in our daily digital life 
so that we can provide information security, are discussed in the last unit. Two activities are also included 
for the perpetual learning of the titled unit.

Practical work is always necessary to deeply understand the theoretical knowledge and to make it 
permanent. The experiments described in the AICTE Model Curriculum have been included at the end 
of every unit. In addition to objective and subjective exercises, the exercise section is also enriched with 
online quizzes and crosswords.
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OUTCOME BASED EDUCATION

The outcome-based curriculum has been developed for the implementation of an outcome-based education 
for diploma engineering students. It incorporates the outcome-based assessment also through which 
educators and evaluators will be able to assess and evaluate the achievement of students in the form of 
standard, specific and measurable program outcomes. Outcome-based education emphasizes achieving 
program-specific skills systematically and gradually which diploma engineering students must acquire. 
Through outcome-based education, learners will be able to commit to achieving a minimum standard 
without quitting the program at any level. Upon completion of the specific program with an outcome-based 
education strategy, diploma engineering students will be able to arrive at the following program outcomes:

1. 	 Basic and Discipline specific knowledge: Apply knowledge of basic mathematics, science and 
engineering fundamentals and engineering specialization to solve the engineering problems. 

2. 	 Problem analysis: Identify and analyse well-defined engineering problems using codified standard 
methods. 

3. 	 Design/ development of solutions: Design solutions for well-defined technical problems and 
assist with the design of systems components or processes to meet specified needs. 

4. 	 Engineering Tools, Experimentation and Testing: Apply modern engineering tools and 
appropriate technique to conduct standard tests and measurements. 

5. 	 Engineering practices for society, sustainability and environment: Apply appropriate 
technology in context of society, sustainability, environment and ethical practices. 

6. 	 Project Management: Use engineering management principles individually, as a team member 
or a leader to manage projects and effectively communicate about well-defined engineering 
activities. 

7. 	 Life-long learning: Ability to analyse individual needs and engage in updating in the context of 
technological changes.
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COURSE OUTCOMES

After Completing the course, learner will be able to:
CO1: use computer system, browse government portals and use search engines efficiently.
CO2: connect other external hardware devices to personal computer and install driver software.
CO3: install different operating systems in the personal computer (Linux and MS Windows)  
CO4: execute shell commands in Unix systems.
CO5: create stylish webpages with HTML4 and CSS.
CO6: work on basic office suit programs e.g., word processing, spreadsheets & presentations.
CO7: to protect their information on personal computer systems & web.

Mapping of Course Outcomes with Programme Outcomes

Course 
Outcome

Expected Mapping with Programme Outcomes
(1- Weak Correlation; 2- Medium correlation; 3- Strong Correlation)

PO-1 PO-2 PO-3 PO-4 PO-5 PO-6 PO-7
CO-1 2 1 1 2 2 1 3
CO-2 3 2 3 2 1 1 3
CO-3 2 1 2 1 1 1 3
CO-4 2 2 1 2 1 1 2
CO-5 3 2 2 2 2 1 3
CO-6 3 3 3 3 1 2 3
CO-7 3 3 2 2 3 1 2

Cop
yri

gh
t P

rot
ec

ted



(xi)

LIST OF ABBREVIATIONS

Abbreviation Full Form Abbreviation Full Form
3G/4G Third Generation/Fourth Generation MODEM Modulator/Demodulator
AI Artificial Intelligence MOOCS Massive Open Online Courses
ALU Arithmetic and Logic Unit MPLS Multiprotocol Label Switching
ATM Automated Teller Machine NFC Near Field Communications
CD Compact Disc NVM Nonvolatile Memory
CRT Cathode Ray Tube OLED Organic Light Emitting Diode
DHCP Dynamic Host Configuration Protocol OS Operating System
DLP Digital Light Processing PIN Personal Identification Number
DNS Domain Name System POTS Plain Old Telephone System
DRAM Dynamic Randon Access Memory QR Code Quick Response Code
DVD Digital Versatile Disc RAM Random Access Memory
ESD Electrostatic Discharge ROM Read Only Memory
FOSS Free and Open Source Software SERP Search Engine Result Pages
FTP File Transfer Protocol SMS Short Message Service
GIS Geospatial Information Systems SMTP Simple Mail Transfer Protocol
GOI Government of India SRAM Static Random Access Memory
GPRS General Packet Radio Service SSL Secure Socket Layer
GPS Global Positioning System TFT Thin-Film Transistor
GUI Graphical User Interface UPI Unified Payments Interface
HTTP Hypertext Transfer Protocol URI Uniform Resource Indicator
HTTPS Hypertext Transfer Protocol Secure URL Uniform Resource Locator
ICT Information Communication Technology USB Universal Serial Bus
IOT Internet of Things VoIP Voice over the Internet Protocol
ISP Internet Service Provider VPN Virtual Private Network
LAN Local Area Network WYSIWYG What You See Is What You Get
LCD Liquid Crystal Display WWW World Wide Web
LED Light Emitting Diode XML Extensible Markup Language
LTS Long Term Support
MAC Media Access Control
MFA Multi Factor Authentication 
MIS Management Information System
ML Machine Learning
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GUIDELINES FOR TEACHERS

To implement Outcome Based Education (OBE) knowledge level and skill set of the students should be 
enhanced. Teachers should take a major responsibility for the proper implementation of OBE. Some of 
the responsibilities (not limited to) for the teachers in OBE system may be as follows:
l	 Within reasonable constraint, they should manoeuvre time to the best advantage of all students.
l	 They should assess the students only upon certain defined criterion without considering any other 

potential ineligibility to discriminate them.
l	 They should try to grow the learning abilities of the students to a certain level before they leave the 

institute.
l	 They should try to ensure that all the students are equipped with the quality knowledge as well as 

competence after they finish their education.
l	 They should always encourage the students to develop their ultimate performance capabilities.  
l	 They should facilitate and encourage team work to consolidate newer approach.  
l	 They should follow Blooms taxonomy in every part of the assessment.

Bloom’s Taxonomy

Level Teacher should 
check

Student should 
be able to

Possible mode of 
assessment

Creating Students ability to 
create

Design or 
Create Mini project

Evaluating Students ability to 
justify Argue or Defend Assignment

Analysing Students ability to 
distinguish

Differentiate or 
Distinguish Project/Lab Methodology

Applying Students ability to 
use information

Operate or 
Demonstrate

Technical Presentation/ 
Demonstration

Understanding Students ability to 
explain the ideas

Explain or 
Classify Presentation/Seminar

Remembering
Students ability 

to recall (or 
remember)

Define or Recall Quiz
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(xx)

GUIDELINES FOR STUDENTS

Students should take equal responsibility for implementing the OBE. Some of the responsibilities (not 
limited to) for the students in OBE system are as follows:
l	 Students should be well aware of each Unit Outcome (UO) before the start of a unit in each and every 

course.
l	 Students should be well aware of each Course Outcome (CO) before the start of the course.
l	 Students should be well aware of each Programme Outcome (PO) before the start of the programme.
l	 Students should think critically and reasonably with proper reflection and action.
l	 Learning should be connected and integrated with practical and real-life consequences.
l	 Students should be well aware of their competency at every level of OBE.
l	 The content included in the chapters has been kept as concise as possible. For detailed study, use QR 

code resources or references and suggested readings given at the end of the units.
l	 unit wise solutions can be obtained from URL: https://www.epragya.in/aicte-book-it-systems
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UNIT SPECIFICS
This unit specifies basics of internet and computer, introduction to browser and its constituent parts. 
Interface of a typical browser and its features are also discussed in detail. The search engines with its 
few examples are also discussed with a table of operators to find writing efficient search queries. It aware 
the student about various pillars, vision of digital India and portals. It also specifies the architecture 
and component of computer e.g., central processing unit, control unit, memories, different computer 
peripherals like keyboard, mouse, printer etc. Rationally this unit gives fundamental knowledge about 
computer, internet and various digital India initiatives. 

RATIONALE
Usage of computers and the internet has become very important in our daily life and it is increasing day 
by day. The proliferation of basic computing can be observed in paying daily utility bills (water, electricity, 
broadband, mobile recharge, etc.) or booking for travel (car, bus, rail, or airplane) or apply for government 
services, etc., Now, online medium is available for almost all the works. Such online availability of services 
not only saves labor, money and time but also helps in making services universally accessible in a time-
bound, transparent manner. For accessing online services, we need to have basic knowledge of computer 
hardware, software and the Internet. In this unit we will learn about basic hardware components of 
computer systems, a web browser (a software application to access the internet), tricks to retrieve precise 
information from the internet and some important web portals of national, state importance. 

Pre-Requisites
–	 Basic understanding of the usage of computer technology.
–	 Keen to learn computer basics.

Unit Outcomes
Learners will be able to:
U1-O1: 	 Identify & connect different peripheral devices (printers, scanners, etc.) to a computer.
U1-O2: 	 Use different types of browsers and their key features (bookmarking, private browsing,  tabbed 

browsing & synchronization, etc.)
U1-O3: 	 Write efficient search queries for precise information retrieval from the web.
U1-O4: 	 Browse various digital India portals, state portals & college portals and analyze various 

available services.

1 Internet Skills and Computer 
Basics
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4  |  Introduction to IT Systems

HTTPS: It is the secure version of HTTP using SSL (secure socket layer) encryption.
FTP: File Transfer Protocol is a set of rules (protocol) that define the way how data transfer over 

the internet. It is used to transfer a large file from one host to another.
Hyperlink: It is a word, phrase or image that refers to another data. can be followed by the user 

by clicking or tapping. The reference may belong to another document or specific element of the same 
document.

Browser: It is an application program with a user interface to display and navigate webpages over 
WWW.

Webpage: It is a hypertext document designed to view on the web browser.
Website: It is a collection of web pages and related resources that is identified by a common domain 

name and hosted (published) on a web server.
Search Engine: It is a web-based complex software that provides information searching services to 

its users. The search engine uses various algorithms to search its huge database and produce appropriate 
search results taking minimal time.

ISP: An Internet Service Provider is a company that provides internet access to other companies 
or individuals.

Email: Electronic Mail is a method of exchanging digital messages from one electronic device to 
another device or to many recipients via a network.

Podcast: It is a web resource available on the internet that contains audio information.
Filetype: Every information available on the internet have a certain format and type which is 

understood by their file type. Information can be in form of documents, audio, video, etc.
Download: It is the process of copying data over the internet from one device to another in direction 

of a server to a client machine.
Upload: It is also the process of transferring data from one device to another on the internet but 

from client to server-side.
DNS: The domain name system translates human understandable domain name (for example, www.

ncs.gov.in) to machine readable IP address (for example, 203.129.202.69)
TCP/IP: Transmission Control Protocol and Internet Protocol are set of rules that govern the linking 

of a computer system to the internet and similar computer networks.
Modem: It is the short name for hardware device modulator-demodulator. It is responsible to 

convert the digital data of a computer system to an analog signal which can travel over telephone lines 
(modulator) and vice-versa.

Network equipment: These are networking hardware required for the interconnection and 
communication in a computer network e.g., bridge, repeater, hub, switch, router, modem, etc.

Cloud Computing: It provides computer resources over the internet as per the demand of the user. 
Resources can be computer infrastructure, computing power or data storage, etc.

		

	 TYPE: A Webpage	     			   Title: Internet Basics
		

1.2  Understanding a browser
Services & information provided by the internet follows the client-server model. In this model when 
a client machine seeks some service, it forms a request message (HTTP Request) and sends it via a  
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Internet Skills and Computer Basics  |  9

•	 In addition to the visible user interface, we can access many functionalities via right-clicking 
on the webpage. The various available command will be shown as depicted in the Fig. 1.6(c)

•	 with step 15. It depends on the setup of the software environment on your machine. As I have 
installed some extensions, my window shows some extra features of “create QR code for this 
page”, “save to keep”, etc.

		

	 TYPE: A Webpage	     			   Title: Using a web browser

1.2.2  Common Browser Features
1.	 Bookmarking: It is the process of storing URI (Uniform Resource Identifier) for future 

retrieval. With this feature, users can store and manage web addresses of frequently visiting 
websites in their browser software. These web addresses can be accessed next time without 
providing their URI in the address bar. It is termed as favourites in the Microsoft Edge browser. 

2.	 Download management: This is an inbuilt software tool for browsers that allows the users to 
manage all the downloaded files. It displays the files in chronological order and gives us the 
facility to search files by their name. We can also browse the folder where it is actually stored 
by ‘show in folder’ or ‘open containing folder’ option. We can open it by the user interface

	 Ellipsis → Downloads or by
	 pressing CTRL + J short cut key (works in chrome, MS Edge & Mozilla Firefox)
3.	 Password management: Browsers provide a facility to store usernames and passwords of 

websites that requires authentication. To protect this confidential information from other 
users of a computer, the functionality of the master password is incorporated.

4.	 Tabbed browsing: It allows users to browse different websites simultaneously on different tab 
windows. All these tabs reside in a single web browser window.

5.	 Browser history: Browser can store all webpages visited by its user with associated data like 
the page title, time of visit, etc. so that user can revisit those webpages if necessary. All such 
data is stored locally on the browser.

6.	 Form management: This feature of the browser is also known as the auto-complete feature. 
It enables the user to auto-fill the web form entries of a user from its locally saved browser 
data.

7.	 Spell checking: This browser feature provides the capability to correct the misspelled words.
8.	 Privacy mode: Browsers introduced this feature to enhance the privacy surfing of its user. It 

allows users to surf the web without recording browsing history, cookies and form data of 
the user. Browser accomplishes thisvia the creation of a temporary session that is altogether 
separate from the main session and user data. It is known as “InCognito” in chrome browser 
and “inPrivate Browsing” in Microsoft Edge browser.

9.	 Auto update: This feature shows the ability of a browser for self-updating. Nowadays, almost 
every browser is capable of auto-updating.

10.	 Ad blocking: It is also termed ad filtering. Browsers having this feature are capable of blocking 
or altering online advertising. Generally, it is done with help of some browser extension.
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10  |  Introduction to IT Systems

11.	 Incremental search: This feature shows the ability of a browser to find matches on a webpage 
incrementally as search terms are typed in the search box.

12.	 Page zooming: It is the page-level capability of the browser to zoom in or zoom out the web 
content or images displayed on the webpage.

		

	 TYPE: Use of ICT (A Webpage)	 	 Title: Bookmarks in chrome
		

1.2.3  Constituent of a web browser
A browser is constituted with a user interface, browser engine, rendering engine and other components. 
The architecture of the common browser is depicted in the Fig.1.7

User Interface: As the name implies this component of the web browser enables the user to interact 
with visual controls available on the web page. These controls include the address bar, previous and next 
button, home button and all other controls which are responsible to fetch and present users desired web 
pages (except the main window where web pages are presented).

Browser Engine: This is a key component of browser architecture. It operates as a bridge between the 
user interface and the rendering engine. The browser engine is responsible for creating and manipulating 
the rendering engine as per inputs provided by the user interface.

Fig.1.7: Web Browser Architecture

Rendering Engine: The main role of this component is to render a requested web page. For 
rendering, this engine parses HTML documents and images which are formatted with CSS. After 
parsing a final layout is generated and presented on the UI of the client machine. Rendering engines 
natively have the capability to display images and HTML and XML documents but with the addition 
of browser extension, it can display other types too like pdf. Many standard rendering engines available 
in the internet community and each browser is comprised of its unique rendering engine. Few popular 
web browsers and their associated rendering engines are listed below:

•	 Blink: Google Chrome and Opera V.15+ MicrosoftEdge
•	 Gecko: Mozilla Firefox
•	 Webkit: Chrome for IOS and Safari
Networking: This component administers the connection with help of HTTP and FTP protocol. 

It also concerns the secrecy issues during the network communication.
JS interpreter:Passing and executing JS code is handled by this component.
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Internet Skills and Computer Basics  |  11

UI Backend: This component is responsible for drawing widgets like windows and combo boxes. 
The user interface method of underline OS is utilized for this purpose.

Data storage and persistence: It is a persistent layer saving data like cookies on the client’s local 
hard disk.

1.3  Efficient Use of search engines
The Internet contains an enormous amount of data whose content and context change over time. If the 
Internet is to be called a sea of information, the required information is considered as a pearl, then we 
will also need some pearl hunters to find such valuable pearls. This information hunting work is done 
by search engines. Finding precise data is always challenging but undoubtedly search engines made 
internet surfing convenient and digital life enjoyable. Searching for desired information in minimal 
time is another important facet of the information retrieval paradigm. Although modern search engines 
are much powerful than ever before we should know how to utilize their capabilities efficiently for our 
finding purposes. We should know the way the search engine works, types of searches done by users 
to retrieve information and some features available on user interfaces of a search engine to efficiently 
searching the world wide web.

1.3.1  What is a search engine?
The search engine is a generic name assigned to a software system whose purpose is to systematically 
search the web pages against supplied search terms, commonly known as ‘keywords’, ‘search query’ or 
‘search phrase’. The result of this search is presented in form of a listing technically referred to as search 
engine results pages (SERP). The search engine is not a mere finding tool but a web service that performs 
the task of indexing, organizing, rating and reviewing websites too. There are many search engines 
available in the world of computer networking. Every search engine works in its way and that’s why we 
get different search results for the same search query in different search engines. Some rely on users to 
maintain a catalogue of webpages where other use their automated advanced software to identify key 
information available in interlinked websites.

Fig. 1.8: Search Engine Market Share

Some popular search engines with their current market share (June 2021) are depicted in Fig. 1.8
(data courtesy: www.gs.statcounter.com)
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14  |  Introduction to IT Systems

3.	 Ranking: This is the process of showing results in order of their relevance. Most relevant 
pages are shown first while the least one will be on afterward. This is done using the ranking 
algorithm of the search engine. Some dominating ranking factors are Links referring to this 
webpage, website age, associated keywords, mobile-friendly webpage, speed of webpage 
loading, time spent on a webpage, etc.

		

                    	 TYPE: Video Resources	 	 Title: Basic Search Strategies
		

Fig. 1.10: Searching with Search Engines

Table 1.2: Google Search Symbols, Operators & Commands

 

Operator Description Example 

Informational Search Queries 

define Returns a definition of the given term. define tolerance 

time Returns the current time at a particular location. time  Australia  

to Convert measurements from one unit to another. 12 inches to feet 

in Convert measurements from one unit to another. 650 EURO in INR 

translate Translates the queried terms into another specified language. translate hello world german 

map Returns map result by giving map followed by location. map andhrapradesh 

stocks Returns stock information of given company name. stock wipro 

weather Returns the weather forecast for the given location or ZIP code. weather bodhgaya or 824231 

Basic Search Symbols 

- Excludes search results that include this term. best tablets -drawing 

| 
Returns search results that match terms on either side of the 
pipe. The same as writing "OR" between search terms. computer | tablet 

@ 
Returns search results that match a particular social media 
site. aicte @facebook 

# Returns search results that include a specific hashtag. #largestvaccinedrive 
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16  |  Introduction to IT Systems

Google Search Symbols, Operators & Commands
Now we discuss some prominent operators, commands of the dominating search engine-Google. We 
will also discuss some tips to cut short our searching results, to the actual required result. The Table 1.2 
shows operators, their use in searching with examples. 

Google advanced search
In addition to the above operators google also provide various filters to refine our search results within 
the user interface. Let’s check step by step process (see Fig. 1.11) for advance searching:

1.	 The user has to open a web browser and navigate to the google search engine.
2.	 Type their search term in the search box e.g. “ecosystem restoration”, by pressing enter or 

clicking the search button users will be presented with associated search results.
3.	 Users can view scrutinized results based on various provided categories like news, images, 

books, videos, maps, flight, finance, etc. For our explanation, I have selected image results by 
clicking on images.

Fig. 1.11: Advanced Filters for Search

4.	 For each such category, some additional filters are associated, which are visible after clicking 
on the Tools button. As depicted by the arrow in step 4.  (Fig. 1.11)

5.	 Similarly, News, Books, Videos & More categories provide their associated filters to refine 
search parameters to get more accurate & precise results. You may check them one by one by 
selecting the category and then Tools option

The advanced search facility can be accessed from the user interface as depicted in figure (Fig. 1.12) 
or we can access it directly by URL: google.com/advanced_search

		

	 TYPE: Video Resources	 	 Title: How Google Search Works?
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Internet Skills and Computer Basics  |  19

	 •	 Universally accessible digital resources
	 •	 Availability of digital resources/services in Indian languages
	 •	 Collaborative digital platforms for participative governance
	 •	 Citizens not required to physically submit Govt. documents/certificates
		

	              TYPE: Video Resources	     	 Title: What is digital India?

1.4.2  Pillars of Digital India Program
Digital India program covers several ministries & departments hence it is an umbrella activity which 
requires collaborative work among its stakeholders. Different ministries, departments work for their 
targeted task keeping larger goal and vision areas in their minds. Digital India initiative is also aimed 
to reinforce the nine pillars of growth areas as depicted in Fig. 1.14.

Fig. 1.14: Digital India Pillars

Based on the vision areas of digital India,these portals are classified into three categories. Most 
commonly used portals and their brief descriptions are included in the below Tables 1.3 to 1.5. Learners 
are suggested to visit and analyze key features of these portals.

Table 1.3: Digital India Portals (Infrastructure)

Digital India Initiative Website Description 

 
AADHAAR https://uidai.gov.in 

The largest biometrics based identification 
system in the world for effective service 
delivery to citizens. 
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	TYPE: Video Resources	 	 Title: Inside a Computer

1.7  Central Processing Unit (CPU)
The CPU consists of arithmetic and logical unit (ALU), control unit (CU) and memory storage unit. 
Collectively they form the brain of the computer. CPU is the place where the actual processing of data 
takes place on the execution of the program. The CPU is responsible for processing most of the data, 
turning input data into output data. The CPU is one of the main components that will improve the 
performance of your computer. CPU is being used in almost all kinds of digital processing equipment 
like desktops, laptops, tablet computers, smartphones, even in our television set and many more devices. 
Colloquially it is also termed asa processor, microprocessor or central processor. The two main companies 
that manufacture the desktop CPU are AMD and Intel.

1.7.1  Microprocessor
It is a silicon chip with ALU, register circuits and control circuits. The microprocessor is capable of 
carrying out a large number of functions like receiving data, processing and storing the results and 
outputting the required results on a single integrated circuit.It has the responsibility to perform ALU 
operations and control the components connected to it like memory, input output devices, etc. Thus, 
it is a programmable device that takes binary data as input, performs processing as per instructions 
loaded in memory and generates results in binary form. A conventional microprocessor chip with pins 
is shown in the figure 1.19.

Fig. 1.19: A Microprocessor Chip

1.7.2 A rithmetic and logical unit (ALU)
An ALU is a major component of the CPU of a computer system. It performs all the arithmetic & logical 
operations for the computer system e.g., addition, subtraction, compare, complement, shift, etc. It is a 
combinational digital circuit and an ALU can be designed by engineers to calculate any operation. As 
the operations become more complex, the ALU also becomes more expensive and it will take up more 
space in the CPU. Generally, the ALU is made up of three parts:

a.	 Adder where the actual calculations task place.
b.	 Register which stores the information temporarily.
c.	 Accumulator in which the intermittent results of the calculations are kept. 
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Internet Skills and Computer Basics  |  29

1.7.3  Control Unit (CU)
This is an important part of the CPU which supervises all the operations taking place in it. Its main aim 
to send and receive control signals to all parts of a computer system. The control signals are helpful 
in the smooth execution of instructions in the CPU, communication over buses to memory and IO 
devices.Via control signals, CU facilitates that all tasks in computer performedat right time and in 
the correct order. It also directs other units of the system to carry out their respective function. Thus, 
CU regulates and integrates the operations of the computer. It fetches an instruction from a program 
stored at main memory, decodes it and sends control signals to other units of the computer system.

1.7.4  Memory Unit
The instructions and data given to the computer are stored in the memory or storage unit. This 
data along with the program instructions are used by the CU and ALU. It is also used to store 
intermittent results and information (final results). Types of memory are discussed in detail, in 
the next topic.

The smallest unit of memory is called a ‘Bit’. A bit can have the value 1 or 0 which is known 
as binary values. Groups of eight bits form a Byte and similarly higher order units are formed. The 
Table 1.6 shows measurement units for digital data with their denoting symbol and corresponding 
capacity.

Table 1.6: Measurement units for digital data

 

Unit Symbol Capacity  Unit Symbol Capacity 

Bit b 1 or 0 (on or off)  Terabyte TB 1024 Gigabytes 

Byte B 8 bits  Petabyte PB 1024 Terabyte 

Kilobyte KB 1024 Bytes  Exabyte EB 1024 Petabytes 

Megabyte MB 1024 Kilobyte  Zettabyte ZB 1024 Exabytes 

Gigabyte GB 1024 Gigabyte  Yottabyte YB 1024 Zettabytes 

Computer memory is one of the most important components of the computer system. Computer 
memory is a vital resource that is managed by the operating system.When the data is sent to the memory 
it is kept at some particular location called to address. The data can be retrieved by the computer from 
this address as and when required.

		

	 TYPE: Video Resources	     		  Title: Basic Computer parts
		

1.8  Types of Computer Memory
The computer system makes use of different types of memory depending upon the functional 
requirement. Depending on the direct accessibility of memory by CPU, memories are classified as a 
primary and secondary type. Further, the main memory is divided into two types based on the data 
retention by the system memory, volatile and non-volatile. A detailed classification of computer memory 
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1.	 Point: to move your mouse pointer ( ) to a specific location on the screen.
2.	 Click: It is pointing to an item and then single time press and release of the mouse’s main 

button i.e., left mouse button. Generally, this is done to select an item or menu command or 
to identify a location on a computer screen.

3.	 Right-Click: It is the press of right button of a mouse. Generally, to open a dropdown menu 
list to choose what we can do more with the item, like copy, paste, open, print, etc.

4.	 Double Click: It is pressing & releasing of the left mouse button on a spot twice, rapidly.
5.	 Drag & Drop: It is a process of pointing an icon on the screen, pressing the left mouse button 

(without releasing it), moving the mouse pointer to a different location and release the left 
button. To move an item is called dragging where as placing it somewhere is dropping.

6.	 Scrolling: Mouse with single axis digital wheel is very common nowadays. It can be depressed 
and used as a third button for scrolling. Scrolling is a process to navigate a webpage or 
document with a given scroll button.

Some mouse has some extra buttons for performing other special tasks like webpage forward or 
backward, volume up or down. Mice are available in both wireless and physical wired connections. Fig. 
1.24 shows the traditional mechanical mouse and the most popular wireless mouse of nowadays.

Fig. 1.24: Common Parts of Computer Mice (a) Mechanical (b) Wireless

1.	 Mechanical mouse:  As the name implies these mice have some mechanical structure with 
a hard rubber ball to detect the motion of the mouse. Sensors inside the assembly interpret 
the rubber ball movement into the equivalent electronic signal. Due to mechanical driven 
functionality, its parts like wheels and sensors will wear out over time.

2.	 Optical and laser mouse: Uses an LED sensor and imaging arrays of photodiodes to detect 
the relative movement on the underlying surface. Such mice are not able to work properly on 
surfaces which does not reflect light properly like glass, plastic, etc. A laser mouse is also an 
optical mouse having laser light for sensing mouse movement despite LED or photodiode.

		

	 TYPE: Use of ICT (A Webpage)	     		  Title: Mouse tutorial

 Interesting Facts 

The first computer Mouse which was constructed in the year 1964 was made out of wood and developed by 
Doug Engelbart. 
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of goods, tracking parcelor postage, or in libraries where each book hasa bar code to uniquely 
identify its details.

3.	 Webcam: It is used to capture image and video and convert it into digital form. It has no 
inbuilt memory so they require computer storage to save captured data.

Fig. 1.26: Input Devices (a) Scanner (b) Barcode Reader (c) Webcam

4.	 Microphone: It is a voice input device that allows users to input audio into the computer 
system. It is used in a computer system for taking audio input for its various applications like 
online chatting, computer gaming, voice recording, voice recognition and many more. 

5.	 Digital Camera: It is used to take pictures digitally. It allows the user to store the captured 
media files (audio, video) in a memory card and transfer them to a computer. Digital cameras 
have become very popular and inexpensive in recent years.

6.	 Light Pen: It looks like a pen. It is light sensitive device, made up of photocells and an optical 
system in a small tube. It is mainly used to select items on the computer screen, for drawing 
pictures and writing directly in a document file using a computer screen.

7.	 Joystick: It is generally used to play games conveniently on the computer or other gaming 
device. It controls the objects, players and vehicles of the computer game.

Fig. 1.27: Input Devices (a) Microphone (b) Digital Camera (c) Joystick

8.	 Graphic Tablet: It is also known as a digitizer. It is used to convert hand-drawn artwork into 
digital file formats e.g. png, jpeg, etc. Users use the stylus to draw graphics on a surface as we 
draw on paper using a pen or pencil.

9.	 Stylus: Using this device we can draw or write on the digitizer’s surface and touchscreen. 
10. 	 Touch screen: Widely used for portable devices such as smartphones, tablets, laptops, 

notebooks. It allows users to input via gestures of hand or stylus.
		

	 TYPE: Use of ICT (A Webpage)	     	 Title: Pointing Device Gesture
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C.  Online Quiz
		

	 TYPE: Use of ICT (An Online Quiz)	    	 Title: Search Better
		

Answers

A.  Objective Questions  

Q.N . 1 2 3 4 5 6 7 8 9 10 

Option A B B D C A C B C D 

B.  Hints for Subjective Questions 
A1.	 A web browser is a client side program for browsing the internet for various purposes. Define its 

features like bookmarking, tabbed browsing, password & download management, private browsing, 
Ad blocking, Incremental search etc.

A2.	 A search query will fetch results based on inputted keywords but this process also depends on the 
crawling, indexing and ranking mechanism of a search engine.

A3.	 DigiLocker is a Government of India initiative under Digital India. Its secure cloud-based platform 
for issuance and verification of documents and certificates.

A4.	 The printer is an output device that prints an electronic document onto physical paper. The 
documents may include text, images or a combination of both. Printers are categorized into impact 
and nonimpact types, based on printing technology.

A5.	 Search queries may be:
	 a.	 site:.gov.in orsite:.nic.in or site:(.gov.in | .nic.in)
	 b.	 “India New Education Policy” filetype:pdf
	 c.	 laptop 25000..35000 +HP +DELL  site:flipkart.com

KNOW MORE

Applications

In current digital era, Internet & computer is used abundantly in many sectors as we discussed in 
section 1.1.2. In addition, there are some other applications e.g., maintaining patient database in 
hospitals, online examinations in education, accounting and managing inventories in business, 
analysing investment, sales, expenses in business, Interior Designing, X-Rays processing, military, 
country’s defence mechanism, nuclear plants, research and development, topographic images, plotting 
geographical data etc.
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UNIT SPECIFICS
This unit provides step by step guide to install Windows and Linux operating systems. The unix shell 
types and commands are also elaborated with suitable examples. Unit also covers popular visual editor 
of Linux system with its various operating modes and commands. Thus, unit enables the learners to 
prepare their computer systems by installing desired operating system. Unit also enhances the skill set 
of the learners by familiarizing them to work in Linux command line environment.

Rationale
A computer system comprises many components like computer hardware, operating system, application 
programs and the end users. An operating system is a system program that provides an interface between 
end users and the computer hardware. It is the main program that hosts other programs. It facilitates 
users by making the computer environment easy to use and manages resources of a computer system. 
In addition, the operating system performs various other managerial tasks e.g., process management, 
memory management, file management, security and command interpretation. Therefore, it is very 
important to understand the operating system to use the computer efficiently.

Pre-Requisites
–	 Fundamentals of computer software & hardware.
–	 Basic word processing capabilities.

Unit Outcomes
Learners will be able to:
U2-O1: Install Linux operating system i.e., Ubuntu.
U2-O2: Install MS Windows operating system i.e., Windows 10.
U2-O3: Differentiate various Unix shells.
U2-O4: Execute shell commands.
U2-O5: Work in vi editor and run shell scripts (programs).

Table 2.1: Mapping of Unit Outcomes with the Course Outcomes

2 Operating Systems

EXPECTED MAPPING WITH COURSE OUTCOMES 
(1- Weak Correlation; 2- Medium correlation; 3- Strong Correlation) Unit-2 

Outcome 
CO-1 CO-2 CO-3 CO-4 CO-5 CO-6 CO-7 

U2-O1 2 1 3 3 1 2 2 

U2-O2 2 2 3 3 1 2 2 

U2-O3 2 1 3 2 1 1 1 
U2-O4 2 1 3 2 1 1 3 
U2-O5 2 2 3 2 1 1 3 
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	 TYPE: Use of ICT (A Webpage)    Title: Preparing Ubuntu bootable usb on windows

Alternatively, we may write the downloaded ISO file on the DVD and make a bootable DVD. 
We will discuss a step-by-step method for easily available media i.e., USB Flash Drive (pen drives).

Note: You are suggested to take backup of all your data as we will understand how to fresh install 
Ubuntu from bootable media. 

Step 3: Boot from the Bootable Media (Live USB)
1.	 Plug the prepared live Ubuntu USB disk into our system.
2.	 Now we need to set the booting sequence to USB disk instead of HDD. This is done by 

changing boot priority in the BIOS setting (as shown in Fig. 2.4.) at the time of computer 
start. 

3.	 Restart the computer and access to BIOS setting by pressing function keys F1 or F2 or F10 
or F12(or any other) depending on your BIOS and computer manufacturer. It will show your 
BIOS screen (it may look differ, as per your system). Give a higher priority to your USB drive.

Fig. 2.4: Boot Sequence Options

4.	 Save and exit BIOS settings.

Step 4: Install Ubuntu
1.	 The booting process will begin once boot media is detected by the BIOS. The installer will check 

the disk (file system). The system will prepare to install Ubuntu operating system.
2.	 After a while, we will see the Ubuntu 20.04 welcome page as shown in Fig. 2.5(a). Here we have 

to click the Install Ubuntu option.
3.	 Next, select the language and click continue 
4.	 Thereafter, select the keyboard layout and click the continue as shown in Fig. 2.5(b).

Cop
yri

gh
t P

rot
ec

ted



Cop
yri

gh
t P

rot
ec

ted



Cop
yri

gh
t P

rot
ec

ted



Operating Systems  |  65

10.	 Now we have to wait for 5-10 mins. Meanwhile, we will be presented a slide show about the 
features of Ubuntu and basic tips for using the OS. 

Fig. 2.11: Progress of the Installation

11.	 After completion of the installation process we will be presented installation complete dialog 
box as shown in Fig. 2.12, Just hit the ‘Restart Now’ option to complete the installation process.

Fig. 2.12: Installation Complete Dialog

12.	 Remove the USB media, Ubuntu will boot from harddisk and we will be shown the Ubuntu 
home screen as depicted in Fig. 2.13.

Fig. 2.13: Ubuntu 20.04 desktop
		

	 TYPE: Use of ICT (A Webpage)    			   Title: Install Ubuntu
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16.	 Now we have to choose our privacy settings by given toggle buttons. Click “Accept”.

Fig. 2.29: On/Off Privacy Settings

17.	 Now it may take few minutes to configure and finally, we will get the homescreen or desktop 
screen of Windows OS as shown in Fig. 2.30.

Fig. 2.30: Windows 10 desktop screen
		

	 TYPE: Video Resource    			   Title: Install Windows 10

2.3  UNIX SHELL 
A shell is a special program that acts as an intermediary between the user and the Kernel of the operating 
system. A kernel is a backbone of the Unix operating system that is loaded into the memory on system 
startup (boot-up time) and manages the overall system until shutdown. Shell is a utility program that 
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unit specifics
In this unit, learners will know how to build webpages using HTML (Hypertext Markup Language), a 
useful tool in web development. Learners will also learn to use reinforcement technology to HTML i.e., 
CSS (Cascaded Style Sheets). CSS is being widely used in web development for attractive display and 
formatting of information. The unit describes working of different tags of HTML and properties of CSS 
for creating user friendly web pages. Adequate knowledge of HTML and CSS from this unit will improve 
student’s Efficiency in creating webpage.

Rationale
The World Wide Web is an ocean of information, new information is being added every moment 
and existing information is being discovered anxiously. In section 1.3, we learned how to search for 
information efficiently through search queries. Have you wondered how this vast majority of information 
is organized on www? How does the display of information differ on different websites? We will learn 
the answers to all these questions in this unit. 

Pre-Requisites
–  Basic word processing capabilities with any text editor.
–  Internet browsing using web browsers e.g., Mozilla Firefox, Google Chrome, etc.

Unit Outcomes
Learners will be able to:
U3-O1: Create webpages on text editors and run them on different web browsers.
U3-O2: Define various HTML tags, format a webpage, and hyperlink webpages.
U3-O3: Define the structure of CSS and apply CSS in different ways on HTML documents.
U3-O4: Apply styles on the webpages with font, text, and background properties.

Table 3.1: Mapping of Unit Outcomes with the Course Outcomes

3 HTML and CSS

EXPECTED MAPPING WITH COURSE OUTCOMES 
(1- Weak Correlation; 2- Medium correlation; 3- Strong Correlation) 

 
Unit-3 

Outcome CO-1 CO-2 CO-3 CO-4 CO-5 CO-6 CO-7 
U3-O1 3 1 1 2 3 2 2 

U3-O2 2 1 1 1 3 2 1 

U3-O3 1 1 1 1 3 2 2 

U3-O4 1 1 1 1 3 2 1 
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Now, the HTML document will be displayed in your default web browser (Mozilla Firefox in our 
case) like a normal webpage, as depicted in Fig. 3.2(c).

		

	 TYPE: Use of ICT (Webpage)    			   Title: HTML Basics

3.1.3  Basic HTML Tags
Tags are the main building blocks of HTML. Using predefined tags HTML conveys to the web browser 
about content display property i.e., how a particular content has to be displayed. Like <p></p> is used 
to create a paragraph. <b></b> is used to bolden a text. 

Table 3.2: Formatting Tags

Tag Description 

<CENTER>..</CENTER> To center align any part of the text. 

<P>..</P> To start a paragraph with new line. 

<BR> Puts a line break in the text. The text appearing after <BR> appears in 
the next line. 

<B>..</B> To Bold any part of the text. 

<U>..</U> To Underline any part of the text. 

<I>..</I> To Italic any part of the text. 

<BLOCKQUOTE>.. 
</BLOCKQUOTE> 

To indent the text from both sides. 

<FONT>..</FONT> To set a specific font for any part of text e.g., face, color, size, etc. 

<Hn>..</Hn> To format headings. Here n is a natural number between 1 to 6. 

<HR> To draw a Horizontal Rule (horizontal line) 

<SUP>..</SUP> To superscript any part of the text. E.g., e=mc2 (2 is superscripted) 

<SUB>..</SUB> To subscript any part of the text. E.g., H2O (2 is subscripted) 

 
Table 3.3: Attributes of <P> and <FONT> Tags

Tag Attribute Possible Values of the Attribute 

<P> ALIGN LEFT, RIGHT, CENTER, JUSTIFY 

FACE Any valid font name 

SIZE Any integer from 1 to 7 
 
 
<FONT> 

COLOR Any valid color name or color code e.g., RED or #FF0000 

 
When we design a webpage, tags can be contained in another tag which is known as the nesting of 

tags. Using nesting we can apply multiple formatting to a given text e.g., we can format text “Fit India” 
with bold, italic, and underline formatting via nesting of tags i.e., <B><U><I>Fit India</I></U></B>. 
It will show format text in the browser window as Fit India. 
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Table 3.12 contains the HTML source code to design a simple web form for taking student’s 
choices to participate in annual day functions. Textboxes are used to take input of the student’s name, 
mobile number, and email id. Corresponding HTML code is presented in line number 9, 24, and 25. 
The radio button is included to choose the gender of the student, see HTML source code at lines 10 
and 11. Branch and year pertaining to the student will be chosen from drop down lists. HTML code 
to create such lists is at line number 12 to 22. The text area component is used to take address input 
and HTML code with attributes of text area component is at 23. Use of check box component is 
presented at line number 27 to 30. The reset command button is included to clear the content of the 
web form whereas submit button POST the data to local_server. The code corresponding to submit 
button is at line 7, 31 and 32.

Fig. 3.14 depicts the output in a browser window.

Table 3.12: Web Form (HTML Code) for Annual Day Participation

1 
2 
3 
4 
5 
6 
7 
8 
9 
10 
11 
12 
13 
14 
14 
16 
17 
18 
19 
20 
21 
22 
23 
24 
25 
26 
27 
28 
29 
30 
31 
32 
33 
34 

<html> 
 <head> 
  <title> Web Form and its components</title> 
 </head> 
<body> 
<table border=3 width=50% align=left cellpadding=5><tr><td> 
<form action="local_server" method="post" name="form1"> 
<h3>Participation form for annual day function.</h3> 
Your Name: <input type="text" name="text1"><br><br> 
I am a<input name="radio1" type="radio" value="radio1"> Girl 
    <input name="radio1" type="radio" value="radio2">Boy <br><br> 
Branch:<select name="select"> 
 <option selected>Computer Science</option> 
 <option>Civil</option> 
 <option>Mechanical</option> 
 <option>Electrical</option> 
 </select> &emsp;&emsp; 
Year:<select name="select"> 
 <option>First</option> 
 <option>Second</option> 
 <option>Third</option> 
 </select><br><br> 
Address:<textarea name="textarea" cols=20 rows=3></textarea> <br><br> 
Mail ID:<input type="text" name="text2"> 
Mobile No.:<input type="text" name="text3"><br><br> 
Choose your participation<br> 
 <input type="checkbox" name="cb" value="song"> Song 
 <input type="checkbox" name="cb" value="instrument">Instrument Play 
 <input type="checkbox" name="cb" value="poem">Poem 
 <input type="checkbox" name="cb" value="deb">Debate<br><br> 
 <input type="reset" name="Reset" value="Reset"> 
 <input type="submit" name="Submit" value="Submit"> 
</form></td></tr></table></body> 
</html> 

 
		

	 TYPE: Video Resource	 		  Title: Basic HTML Tutorial
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	 TYPE: Webpage & Online Code Editor    Title: CSS Basics and Tutorial

		

	 TYPE: Online Code Editor    Title: CSS Background Color and Font Family

		

	
TYPE: Online Code Editor    Title: CSS Text Formatting & Background 

3.3  MAKING BASIC PERSONAL WEBPAGE
In our previous sections (3.1 & 3.2) we have acquired the programming skills required to build webpages 
with HTML4 and CSS. As building material alone is not enough to build a house, we primarily require 
good planning according to our needs. Similarly, in the development of a webpage(s), we should also 
pay attention to many questions like-

1.	 What is the purpose of creating the webpage?
2.	 Where will the web page be hosted?
3.	 What technology (frontend and backend) will it be built with?
4.	 Will it be a static webpage or dynamic one?
5.	 What will be the content to be shown?
6.	 What will be the priority and layout of the content to be shown?
7.	 Who will be the target audience for our webpage?
Along with these basic questions, we also have to look at some other aspects which are related to 

giving effective visibility to the webpage.
•	 The webpage design should be mobile-friendly, responsive, and fast loading.
•	 Proper use of CSS will apply themes, fonts, and color styles on the page elements to display 

webpage lucrative and having a better understanding.
•	 Enrich the content with icons, emojis, and infographics for effective communication of 

information.
•	 JavaScript can also be used for dynamic content representation and lucrative menu designs.
In Lab section of this book, we will create a personal web page considering all the above facts.

SUMMARY
1.	 HTML is a language to build webpages. 
2.	 In HTML there are two types of tags: paired tags and singular tags.
3.	 An HTML document starts with <HTML> tag and contains an optional Head element and 

mandatory Body element.
4.	 HTML documents can be created with simple text editor e.g., notepad, notepad++ etc. with 

.htm/.html extension.
5.	 HTML tags are classified as structural and formatting tags.
6.	 HTML uses attributes to redefine the default behaviour of its tags.
7.	 HTML supports three types of lists i.e., unordered list, ordered list, and definition list.
8.	 <IMG> tag is used for adding graphic/images in HTML. 
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unit specifics
In this unit, learners will learn and practice different open-source programs of Apache Open Office (AOO) 
software. Unit includes AOO’s Writer program used for basic word processing tasks, CALC program for 
manipulating tabular data in form of spreadsheets and Impress program for presentation preparation. 
Adequate practice of these programs will surely enhance basic software skills of learners.

Rationale
It is well known that IT systems are used for information display to advanced data processing and research 
tasks. But if we look at the uses happening around us, it is being used in abundance in office suite tasks 
like word processing tasks, calculation tasks, presentation tasks, etc. Therefore, it is necessary to study 
such software in use for these office suite functions.

OpenOffice is an open-source software suite that can runs on several hardware architectures and 
various operating systems such as Microsoft Windows, Mac OS X, Linux, and Sun Solaris. OpenOffice 
includes various tools e.g., Writer (word processor), Calc (spreadsheet), Impress (presentations), drawing 
application (draw), a formula editor (math), and a database management application (base). All these 
components are well integrated and commonly referred as OpenOffice tools. 

Pre-Requisites	
–	 Fundamental knowledge of computer systems.
–	 Basic knowledge of working with Windows or Unix OS environments.

Unit Outcomes
Learners will be able to:
U4-O1: Install OpenOffice software and define features of its programs i.e., Writer, Calc, and Impress.
U4-O2: Use Writer interface and perform word processing tasks.
U4-O3: Use Calc interface and perform calculative tasks of spreadsheet programs.
U4-O4: Use Impress interface and prepare impactful presentations.

Table 4.1: Mapping of Unit Outcomes with the Course Outcomes

4 Open Office Tools

EXPECTED MAPPING WITH COURSE OUTCOMES 
(1- Weak Correlation; 2- Medium correlation; 3- Strong Correlation) Unit-4 

Outcome 
CO-1 CO-2 CO-3 CO-4 CO-5 CO-6 CO-7 

U4-O1 2 2 1 1 2 3 1 
U4-O2 2 1 1 1 3 3 1 
U4-O3 2 1 1 1 1 3 1 
U4-O4 2 1 1 1 3 3 1 
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4.4.6  Printing a Presentation
Impress provides many options for 

printing a presentation: with multiple 
slides on one page, with a single slide 
per page, with notes, as an outline, with 
date and time, with page name, and 
more. For more control over printing 
a presentation, choose File → Print 
to display the Print dialog as shown 
in Fig. 4.33.  The General tab is used 
to select the printer and its related 
properties. Range and copies are also 
given in this tab. What we want to print 
is selected from the dropdown box 
under Print option. We may choose 
slides, Handouts, Notes, or Outline.
OpenOffice Impress tab is used to include slide-specific contents (slide name, date & time, etc.), color, 
size for the printing. The left pane is showing preview with two slides, it is configured in the Page 
Layout tab by pages per sheet set to 2. The options tab can be used for the “print to file” command.

VIdeo resources

		

		  TYPE: Video Resources    		  Title: Apache OpenOffice Writer
		

		  TYPE: Video Resources    		  Title: Apache OpenOffice CALC
		

		  TYPE: Video Resources    		  Title: Apache OpenOffice Impress
		

		  TYPE: Video Resources    Title: Multilingual Videos on Computer Literacy & AOO

Summary
1.	 Apache OpenOffice (AOO) is free open-source software that can be downloaded from the official 

website www.openoffice.org.
2.	 The writer is a word processor component of AOO. It has extensive support for all common file 

formats and by default uses the ODF format. 
3.	 OpenOffice Writer views a large document using the Writer preview interface and tools.
4.	 Calc is the spreadsheet component of AOO for performing numerical and analytical tasks.

Fig. 4.33: Open Office Impress Print Dialog
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unit specifics
This unit specifies fundamentals of information security, various threats to it and ways to combat against 
security attacks to protect the information. Unit gives best practices for software and hardware environ-
ments for handling security threats. Learners will be able to understand the best way of protecting their 
digital information. Security is needed at all layers through which information passes or it is stored. In 
this unit rulesets which is referred as best practices are defined for general computer usage, internet 
browsing, password management, email communication, USB device usage, Home Wi-Fi Network, social 
engineering threats, instant messaging, online transaction and public computer.

Rationale
Information Technology (IT) is a man-made world that is mostly digital at present. The digital world 
is limitless having no physical or geographical boundaries. In unit one we studied applications of the 
internet and the recent efforts by the government of India to empower its citizen with IT services. 
The Digital India program has taken great efforts to make India a digitally empowered nation by the 
development of digital infrastructure, services, and capacity building of citizens.

People’s involvement in IT has increased a lot with various national and state portals. Affordable 
mobile and communication technology has given unprecedented momentum to IT. Whether it is 
a public place, our office, home, the bedroom we are surrounded by IT. Our daily lives are being 
penetrated by IT and it is worthwhile to say that beyond being surrounded with it, nowadays we wear 
it, and even further it is inside us in the form of pacemakers. Insecure practices and abundant use of 
CCTVs, mobile systems, and other digital equipment may keep us under surveillance. In this digital 
era, our privacy and information are at the stake and we are living under information security threats. 
Incidents of information security breaches can be easily observed in daily newspapers. We can verify 
the rapid increase in such cases with reports from National Crime Records Bureau (NCRB). The rapid 
increase in cases of cybercrimes shows the lack of information security awareness and its practices.

Information security is of utmost concern not only at the national level but internationally. 
Nowadays, information security is not only about economic, reputation, or personal security, it is 
synonymously used for national security. Government IT offices, service providers, many software 
and hardware engineers are continuously working as gatekeepers to make this digital world safer. IT 
system should be secured at the individual level, office or company level, service provider level and role 
of national agencies are of utmost importance. Privacy and information security at the personal level 
are dependent on the safety of the overall IT system and vice versa. Therefore, it is significant here to 
understand information security practices to make the overall IT system secure. 

5 Information Security Best 
Practices
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Automated Teller Machine (ATM)
Automated teller machines are electro-mechanical machines adopted by the international community 
for banking transactions in the present digital era. Few safeguards for its usage are as under:

1.	 Always protect your PIN, Do Not give the number to anyone
2.	 Cover the keypad while you are entering the PIN.
3.	 Do not operate ATM in lonely places / unguarded ATMs.
4.	 Be wary of anything about the ATM that looks out of the ordinary, such as odd-looking 

equipment or wires attached to the device.
5.	 Look for a “no tampering” sign. Crooks often place these to stop anyone curious about a new 

piece of equipment.
6.	 Regularly check bank accounts to make sure that no unusual or unauthorized transactions 

(even smaller amounts).

5.4.12  Public Computer
1.	 If you store or download any personal information on a Desktop in a cybercafe make sure you 

delete all the documents after you’re done with your work.
2.	 When surfing the Internet, you should always check the browser’s security aspects. 
3.	 Beware of keyloggers, these are spyware and logs or records your keystrokes so that your 

username and password are made available to the Cybercafe owner or any Attacker. These 
records may type into directly into Hacker’s machine or collected afterward through a file 
transfer. Some cybercafes may use Hardware key loggers so that you check that there is an 
intermediate device between your keyboard and CPU.

4.	 Cybercafe computers are public computers and shared computers. Your data or communication 
may be exposed to all users at the same time. So be aware that sensitive information like personal 
details like username, passwords, etc. should be deleted.

5.	 Whenever you go to Cybercafe, you ensure that it has up-to-date Anti-virus and Anti-spam 
software. These may help to stop some of the key loggers, Trojans, and other malware.

6.	 Don’t leave the computer unattended with sensitive information on the screen.
7.	 Don’t enter sensitive information into a public computer.
8.	 Always make sure to log out properly when you leave Cybercafe.

ONLINE QUIZ and VIDEO RESOURCES 
You can participate to evaluate yourself and even get a certificate by attending an online quiz hosted on 
the InfoSec awareness website of C-DAC, Ministry of Electronics and Information Technology (MeitY), 
Govt of India.

		  TYPE: An Online Quiz	 	 Title: Password Security
		

		  TYPE: An Online Quiz	 	 Title: Email Security

		

		  TYPE: An Online Quiz	 	 Title: Browser Security
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	       TYPE: Video Resource	 		  Title: Firewall Security

Summary
1.	 The digital world is ubiquitous. It is limitless having no physical or geographical boundaries.
2.	 Adhering to information security best practices, the security of the overall IT system can strengthen.
3.	 Information security aims to protect InfoSec triads i.e., confidentiality, integrity, & availability.
4.	 There exist many threads to InfoSec e.g., malware, social engineering, physical security.
5.	 Malware is short for malicious software and is used as a single term to refer to viruses, trojan 

horses, worms, spyware, etc.
6.	 There are many ways by which malware can approach our system e.g., downloaded directly 

from the internet, email, tricked removable device, network propagation, etc.
7.	 Social engineering is a general term for attackers trying to trick people into revealing sensitive 

information or performing certain actions.
8.	 A firewall is not a panacea for security but it is a mandatory first layer of defence.
9.	 Cookies are used to store a website’s information about the user, on the user’s computer.
10.	 Various tools and techniques are used to protect computer systems from InfoSec threats 

e.g., firewall, antivirus software, VPN, backup, cryptography techniques, authentication, 
authorization, digital signature, etc.

11.	 Information security enhances with the knowledge of technology as well as by adopting the 
best practices of using it.

Exercises

A.  Objective Questions
Q1.	 What is the application used to access the information and resources on WWW known as? 
	 A.	 Web browser	 B.	 Webserver
	 C.	 Web matrix	 D.	 None of the above
Q2.	 It is a hardware device or program that filters the information coming through an internet 

connection to a network or computer system.
	 A.	 Cyber safety.	 B.	 Anti-virus
	 C.	 Cookies.	 D.	 Firewall
Q3.	 What’s the name of the technology that the Chrome browser uses to keep you safe from malware 

and phishing?
	 A.	 Protected Browsing	 B.	 Secure Browsing
	 C.	 Safe Browsing	 D.	 Internet tracking
Q4.	 What is the private information that you should always avoid sharing on social media platforms?
	 A.	 Financial Information like Debit card / Credit card details, bank details
	 B.	 Address, mobile numbers, Date of Birth, Place of Birth
	 C.	 Favorite food, hobbies, movies, music etc.,
	 D.	 All of the above
Q5.	 A type of program that demands payment after launching a cyber-attack on a computer system
	 A.	 Ransomware	 B.	 Malware
	 C.	 Virus	 D.	 Trojan
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Ctrl+Q Exits the application. 
Ctrl+X Cuts the selected items. 
Ctrl+C Copies the selected items. 
Ctrl+V Pastes from the clipboard. 
Ctrl+Shift+V Opens the Paste Special dialog. 
Ctrl+A Selects all. 
Ctrl+Z Undoes last action. 
Ctrl+Y Redoes last action. 
Ctrl+Shift+Y Repeats last command. 
Ctrl+F Calls the Find & Replace dialog. 
Ctrl+Shift+F Searches for the last entered search term. 

Ctrl+Shift+J 
Toggles the view between Fullscreen mode and normal mode in Writer or 
Calc. 

Ctrl+Shift+R Refreshes (redraws) the document view. 
Ctrl+Shift+I Enables or disables the selection cursor in read-only text. 

Ctrl+I 
Applies the Italic attribute to the selected area or the word in which the 
cursor is positioned. 

Ctrl+B 
Applies the Bold attribute to the selected area or the word in which the 
cursor is positioned. 

Ctrl+U 
Applies the Underlined attribute to the selected area or the word in which 
the cursor is positioned. 
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<A>..</A>, 98

<B>..</B>, 91

<BLOCKQUOTE>.., 91

<BR>, 91

<CAPTION>..</ CAPTION >., 
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<CENTER>..</CENTER>, 91

<DD>, 93

<DL>, 93

<DT>, 93

<FONT>, 91

<FONT>..</FONT>, 91

<Hn>..</Hn>, 91

<HR>, 91

<I>..</I>, 91

<IMG>, 95

<LI>, 93

<OL>, 93

<OPTION>, 101

<P>, 91

<P>..</P>, 91

<SELECT>, 101

<SUB>..</SUB>, 91

<SUP>..</SUP>, 91

<Table>, 96

<TD>..</TD>, 96

<TEXTAREA>..</TEXTAREA>, 
101

<TH>..</TH>, 96

<TR>..</TR>, 96

<U>..</U>, 91

<UL>, 93

A
Actuator, 36

Adware, 154

ALU. See Arithmetic and logical 
unit

anchor tags, 98

Anti-virus software, 156

Arithmetic and logical unit, 28

attribute, 89

Authenticity, 153

Autocorrect, 130

Availability, 153

B
Backdoor, 154

Backup & Recovery, 175

Baidu, 12

Baiting, 154

Bar Code Reader, 37

BIOS, 174

Bit, 29

Body, 90

Boot Order, 176

Boot Sequence, 62

Botnet, 155

Braille Reader, 39

Browser Engine, 10

Byte, 29

C
CALC Interface, 131

Cascaded style sheets, 103

cat: view complete file content, 76

cd: change directory, 74

cells, 131

Central Processing Unit, 28

Character Formatting, 129

Chart, 132

chrome browser, 6

add-ons, 7

address bar, 6

bookmark, 7

close, 7

customize and control, 8

extensions, 7

minimize, 7

navigation buttons, 6

new tab, 7

refresh button, 6

restore down, 7

right-clcking, 8

search tab, 7

synchronization, 8

title, 6

clean install, 61

Ubuntu, 61

windows, 66

Clear: clears the terminal, 77

Cloud Computing, 4
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cmp: compare tow files, 78

Command mode, 79

Computer port, 51

computer system, 27

Confidentiality, 153

Control Unit, 29

cp: copy files, 77

CPU. See central processing unit

Crawling, 13

CRT, 32

CSS. See Cascaded style sheets

CSS Color/Background Proper-
ties, 107

CSS Font Properties, 106

CSS Properties, 106

CSS Selectors, 105

CSS Text Properties, 107

CU. See Arithmetic and logical 
unit

D
daisy wheel printer, 39

Data backup, 155

Data Encryption, 174

Data persistence, 10

diff: display differences, 78

Digital Camera, 38

digital India, 17

focus, 18

Pillars, 19

Portals, 19, 21, 23

Empowerment, 23

Infrastructure, 19

Service Based, 21

vision, 18

What is, 18

Display, 31

Distributed denial of service 
(DDoS), 155

DLP, 33

DNS, 4

docked toolbar, 125

Document, 126

closing, 128

opening, 127

printing, 128

saving, 127

Selecting, Cutting, and Pasting, 
128

starting, 126

Dot matrix printer, 39

Download, 4

DRAM, 30

DROP DOWN BOX, 101

Duckduckgo, 12

DVI, 52

E
echo: write a string to standard 

output device, 77

ECP Parallel LPT port, 52

EEPROM, 30

element, 89

Email, 4

Encryption, 156

EPROM, 30

Ethernet Port, 51
Exabyte, 29
External CSS, 104

F
Female ports, 51
Filetype, 4
Finding and Replacing, 129
Firewall, 155, 175, 177, 178
FireWire, 52
Flash memory, 31
Floating toolbars, 125
Formulas, 133
FOSS, 81
Freezing, 132
FTP, 3

G
Gigabyte, 29
Google Search, 14

Advanced, 16
Commands, 14
Operators, 14
Symbols, 14

Google Search Engine. See search 
engine:variants

Graphic Tablet, 38
Graphics card, 40
grep: globally search for regular 

expression and print out, 78

H
hard disk drive, 36

comparision-hdd and sdd, 36

components, 36
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solid state drive, 36

HDD. See hard disk drive

HDMI, 51

Head, 90

help: display information about 
built-in commands, 78

history: lists the commands typed 
during the session, 78

HTML, 89

HTML Forms, 100

HTTP, 3

HTTPS, 3

Hyperlink, 4

hyperlinking, 98

Hypertext, 89

I
impact printers, 39

IMPRESS Interface, 135

Indexing, 13

information, 152

INFORMATION SECURITY, 152

GOALS, 153

What is, 152

INFORMATION SECURITY 
BEST PRACTICES, 156

Automated Teller Machine, 169

Avoiding Social Engineering 
Attacks, 163

Email Communication, 161

General Computer Usage, 157

General Internet Browsing, 158

Home Wi-Fi Network, 162

Instant Messaging, 167

Online Transaction, 168

Password Management, 159

Public Computer, 169

Removable Information Stor-
age Media, 160

Smart Device, 164

Social Networking, 166

Inkjet printer, 39

Inline CSS, 103

Input devices, 37

INPUT TAG, 100

Insert mode, 79

Integrity, 153

Internal CSS, 103

internet

applications, 2

definition-what is, 2

glossary, 3

Intrusion detection system, 156

Intrusion prevention system, 156

IP spoofing, 155

ISP, 4

J
Joystick, 38

JS interpreter, 10

K
keyboard, 33

Keyloggers, 154

keys, 34

character, 34

function, 34

modifier, 34

navigation, 34

numeric, 34

system command, 34

Kilobyte, 29

L
laser printer, 39

LCD, 32

Light Pen, 38

ls: lists content of directory, 74

M
Male ports, 51

Malware, 153

Man-in-the-middle (MitM) 
attack, 155

Markup, 89

Megabyte, 29

MEMORY UNIT, 29

Microphone, 38

Microprocessor, 28

Microsoft Bing, 12

mkdir: create a new directory, 75

Modem, 4

monitors, 32

mouse, 34

basic operations, 34

mechanical, 35

optical and laser, 35

mv: move, 75
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N
Navigator, 137

Network equipment, 4

Network Threats, 155

Networking Component, 10

nonimpact printer, 39

Non-repudiation, 153

O
OLED, 33

OpenOffice, 120

Advantages, 122

CALC, 131

Impress, 134

installation, 120

Writer, 122

open-source, 60

operating system, 60

personal computer, 60

smart phone, 60

Output Devices, 39

P
Paired Tags, 89

Paragraph Formatting, 129

Petabyte, 29

Pharming, 155

Phishing, 154

Plasma Monitors, 33

Platters, 36

Plotter, 40

Podcast, 4

Portal, 24

college, 26

how to navigate, 26

state, 24

features, 24

How to navigate, 25

Presentation, 134, 137

Animation Effect, 138

formatting, 137

printing, 140

running slide show, 139

Primary Memory, 30

Printer, 39

Projector, 39

PROM, 30

PS/2, 51

pwd: print working directory, 74

Q
Quid pro quo scam, 154

R
RAM, 30

Random Access Memory, 30

Ranking, 14

Ransomware, 153

Read/Write arm, 36

Read-only Memory, 30

Rendering Engine, 10

repeat: repeats commands, 77

rm: remove files, 75

rmdir: remove a directory if its 
empty, 75

ROM, 30

S
Scanner, 37

search engine, 11

How do work, 13

variants, 12

What is, 11

Secondary memory, 31

Serial Port, 51

Session hijacking, 155

sheets, 131

shell, 72

features, 73

command history, 73

command interpretation, 73

multitasking, 73

piping and I/O redirections, 
73

prompt, 73

wildcards and aliases, 73

types, 73

Shell commands, 74

Singular Tags, 89

Slides Pane, 136

Smishing, 154

Sniffers, 155

Social Engineering Attacks, 154

Sound Card, 40

Speaker, 39
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Spelling and Grammar Checking, 
130

Spindle, 36

Spreadsheet, 131

Spyware, 154

SRAM, 30

SSD, 36

SSDs, 36

Storage devices, 40

Stylus, 38

S-video, 52

Sweepers, 154

T
Tasks Pane, 136

TCP/IP, 4

Terabyte, 29

Terminal, Information & Utility 
Commands, 77

TEXT AREA, 101

TFT, 32

thermal printer, 39

thermal printers, 39

Touch screen, 38

Touch Screen Monitors, 33

touch: create file, 76

Trojan, 153

U
UEFI, 174

UI Backend, 10

Unfreezing, 132

Upload, 4

URL, 3

USB, 51

V
VGA, 52

Vi editor, 79

virtual private network, 156

Virus, 154

Vishing, 154

VPN. See virtual private network

W
wc: word count, 78

web browser

basic-understanding, 5

constituent, 10

features, 9

Ad blocking, 9

Auto update:, 9

bookmarking, 9

browser history, 9

download management, 9

form management, 9

Incremental search, 9

Page zooming, 9

password management, 9

privacy mode, 9

spell checking, 9

tabbed browsing, 1, 9

Google Chrome, 5

Microsoft Edge, 5

Mozilla Firefox, 5

Opera, 5

Safari, 5

user interface, 10

web searches types, 13

informational, 13

navigational, 13

transactional, 13

Webcam, 38

Webpage, 4

Website, 4

Workspace, 137

Worm, 154

Writer Interface, 122

WYSIWYG, 90

Y
Yahoo, 12

Yandex, 12

Yottabyte, 29

Z
Zettabyte, 29
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